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Introduction
The 5GS is assumed to support functions for small data communication corresponding to EPS. These EPS functions are aka "NIDD procedures" and involves transmission either using the T8 API (see TS 23.682, clause 5.13) or directly over the SGi (see TS 23.401, clause 4.3.17.8.3.3).

In the SA2#127 meeting in Montreal a solution 7 was added to the 5G CIoT TR. The solution 7 outlines a small data function named “NIMF” (Network IoT Message Function). An editor’s note with an FFS on where in the 5GC this NIMF fits best was left in the description. 

Editor's note:
It is FFS if a small data function is an extension with an additional role for the existing 5G NEF, or a new 5G NF dedicated for small data communication (with or without SBI connection), or a new stand-alone entity.

This contribution tries to clarify how and where in the network the NIMF should be placed. Since the small data function can be combined with several small data solutions, not only the solution 7 “Small data frequent communication”, it also makes sense to make the small data function (NIMF) a separate solution. This paper also proposes such a change. 
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At least the following alternatives for how and where in the network the NIMF can be placed exists:

a)
In the 5G Network Exposure Function (NEF) as an additional role

b)
A new NF connected to the SBI

c)
A new standalone entity

Discussion

The purpose with CIoT for 3GPP community is to increase the usage of 3GPP technologies for IoT communication. IoT devices already exists using a variety of other technologies e.g. fixed, WiFi, Bluetooth, ZigBee, LoRa, SigFox, other IEEE standards, and other LPWAN technologies. For 3GPP CIoT to succeed in attracting an increased share of IoT communication, it seems essential that 3GPP not only supports a single protocol for CIoT devices (such as “NIDD”), but that 3GPP CIoT can embrace a variety of protocols that are commonly used in the IoT ecosystem. Many of these protocols are based on IP, while others are based on non-IP protocols. 
Both key issue 1 Support for infrequent small data transmission and key issue 2 Frequent small data communication has the following architecture requirement:

-
Support for delivery of IP data and Unstructured (Non-IP) data.

The 5G User Plane is obviously designed to handle IP communication between UE and DN. By use of the PDU Session type for Unstructured, the 5G User Plane is also designed to handle Non-IP (Unstructured) communication with UEs. With 5G User Plane being designed for this purpose, doing IP forwarding in the 5G Control Plane seems hugely inappropriate. Hence, NIMF located in the NEF or in a NF in the SBA seems inappropriate. 
Observation 1: 

The 5G User Plane is designed to handle IP communication and Non-IP/Unstructured communication. Doing IP forwarding in the 5G Control Plane seems hugely inappropriate.
The key issues for Small Data Communication have requirement that small data like MBB data shall be possible charge, apply policy control and do lawful intercept. Also support for roaming including possibilities for roaming agreements is required. For operator who have different organisations for managing UP and CP, treating small data communication as UP may have an advantage. 
Observation 2: 

Small data communication (i.e. infrequent and frequent) has the same or very similar requirements for charging, policy control, lawful intercept and roaming as normal MBB data. 

The aim with the key issue for Infrequent Small Data Communication is to “provide solutions to support efficient infrequent small data transmissions for at least low complexity, power constrained, and low data-rate CIoT UEs”. An important part of this efficiency is that small data that is transmitted need to traverse as few nodes or NFs as possible at its path through the mobile network. Each node or NF has a cost associated in terms of money, processing, delay, etc. 
Observation 3: 

Locating the NIMF in the user plane (e.g. integrated with an UPF) and using the N3 interface for small data communication minimizes the number of nodes/NFs that have to be traversed in the mobile network at each small data transmission. 
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Conclusions from the above observations are:

Locating a NIMF as an entity on the user plane will efficiently support both IP and Non-IP communication, and will maximize the reuse of existing functions for charging, policy control, lawful intercept and roaming. May potentially also avoid mixing operational responsibilities.
Using the N3 interface for small data transmissions will minimize the number of nodes or NFs that small data need to traverse. This is a good base for making massive IoT small data communication as cost efficient as possible. 
Proposal

This proposal breaks out the small data message function as a separate solution and selects the option of a standalone entity on the user plane. 
This PCR also updates the solution 7 with minor changes after the move of the small data message function to a separate solution.
***** First Change *****
6.x
Solution X: NIMF – Small data network function

6.X.1
Introduction

Editor's note:
This clause lists the key issue(s) addressed by this solution.

This solution addresses key issue #1, Infrequent Small data communication, key issue #2, Frequent Small data communication, and key issue #9 Support of common north-bound APIs for EPC-5GC Interworking.

6.X.2
Functional Description
Editor's note:
This clause outlines solution principles and documents any assumptions made.

6.X.2.1
Architecture

The 5GS is assumed to support functions for small data communication corresponding to EPS. These EPS functions are aka "NIDD procedures" and involves transmission either using the T8 API (see TS 23.682 [6], clause 5.13) or directly over the SGi (see TS 23.401 [4], clause 4.3.17.8.3.3).

To support small data communication using an API corresponding to T8 API, this solution uses a function/entity named Network IoT Messaging Function, NIMF. The NIMF supports an API, here named "Nm API", on the northbound interface and supports transmission using IP-based and non-IP based protocols on the southbound interface. The NIMF is proposed as an entity integrated or co-located with UPF, or when seen from a UPF point of view, as a UPF with additional feature for small data communication. The NIMF is also referred to as “UPF-NIMF” in figures below. 
The figure 1 below shows two approaches to support frequent small data communication with the SCS/AS, either:

-
using Nm API; or

-
directly over N6.

The former i.e. when small data communication is performed 'using Nm API', is what TS 23.682 [6] refers to as the Indirect Model of communication and the latter 'directly over N6' is referred to as Direct Model of communication.

Roaming is supported by using additional UPF with N9 interface as shown in figure 2 below.

This solution describes the NIMF as a stand-alone entity in the user plane meeting the following architecture requirements:
-
KI 1 and KI 2 architecture requirements of both IP-based and Non-IP based small data communication. The 5G User Plane is designed to handle IP communication and Non-IP/Unstructured communication. Doing IP forwarding in the 5G Control Plane seems hugely inappropriate.
-
The UPF-NIMF can support both infrequent and frequent small data solutions with API access for SCS/AS.
-
Making the NIMF as an UPF with small data communication capability allows a tight and optimized PDU Session establishment. Less one node needed for small data communication – the RAN can if preferred connect directly to the NIMF in the non-roaming case. 
Figure 1 below shows the 5G Non-roaming system architecture with a NIMF, i.e. “UPF-NIMF”, for the Indirect Model and a N6 interface for Direct Model. Figure 2 shows the 5G roaming system architecture, home routed case.   
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Figure 1: 5G non-roaming system architecture
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Figure 2: Roaming 5G System architecture – home routed scenario 

6.X.2.2
NIMF – Small data network function
The NIMF is an entity for UE – SCS/AS communication. UEs can use different protocol stacks. The SCS/AS uses unified NIDD API towards UEs regardless of protocol stack used in the UE. This facilitates the CIoT communication. 
The NIMF for small data communication is assumed to be located in the operator domain and supports the following interfaces and functionality:

Northbound Nm:
-
API for NIDD related procedures as specified in the TS 29.122 [9] clause 4.4.5.

-
The objective with the northbound interface is for the operator to be able to offer its IoT customers a simple and unified way to access CIoT devices. The CIoT devices of an IoT customer may sometimes be heterogenous and of diverse types and using different protocol stacks. A single northbound interface/API may still be offered by the NIMF.

-
The Common API Framework (CAPIF).
NOTE: 
The NIMF may be collocated with the NEF and the SCEF in order to support common north-bound APIs for EPC-5GC interworking (see KI#9).
Southbound N3/N9:

-
The purpose with the southbound interface is to enable small data communication with different types of CIoT devices using different protocol stacks. 3GPP 5G CIoT should not demand the use of a single protocol for CIoT devices, but should be flexible and able to adapt to different protocols that are popular on the IoT market.

-
The southbound interface has a PDU session layer which support PDU Sessions of different types. IPv6 and IPv4 PDU session type shall be supported. PDU Sessions of Unstructured PDU session type (aka "Non-IP") are also supported.

-
On top of the PDU Session layer can optionally higher layer IoT protocols be used towards the UE, e.g. LWM2M [12], MQTT [13], NIDD RDS (TS 24.250 [8]).
SMF N4 interface:

-
PFCP Session Establishment and provision of small data communication parameters (see clause 6.x.4.1).

-
Support for UDM interaction at NIDD Configuration and NIDD Authorization Update (see TS 23.682 [6]). Stage 3 decision if new UP(CP message are used or if the existing PFCP Session Modification message is used.
NOTE: 
The NIDD specific features on N4 does not need to be supported by normal UPF. It is assumed that NIDD specific features can be negotiated at Association setup using (or similar to) the UP/CP function feature negotiation (see TS 29.244 [xx]). Details are left for stage 3 decisions.    
The NIMF is an entity for store-and-forward of small data. The southbound protocols are terminated in the NIMF. The NIMF maps or proxies between the northbound and southbound protocol alternatives above. Depending on which protocols are used southbound and northbound, the NIMF acts either as an application level gateway (ALG) or as a proxy.

In addition, the NIMF supports the following functionalities:

-
Lawful Intercept.

-
Charging data collection (e.g. # of CIoT messages).

-
Additional operator IoT services (not part of this solution).

If encryption protocols are used as part of the southbound interface/connection, e.g. DTLS [14], the NIMF may offer LI of unencrypted data. In addition normal user plane based LI and charging also applies, e.g. in UPF. Those can be used in both non-roaming and roaming cases.

6.X.3
Support of EPC interworking

Editor's note:
This clause describes if and how EPC-5GC interworking is supported by this solution.
See solution for key issue #9.
6.X.4
Procedures

6.X.4.1
Connection establishment

Figure 4 below shows the interaction between the SMF and the UPF-NIMF at PDU Session creation and deletion. 
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Figure 4: SDC Connection Establishment Procedure
0.
The SMF and the UPF handshakes their support for Small Data Communication in the PFCP Association Setup. 

1.
The UE requests the establishment of a PDU Session.

2-3.
The SMF determines based on e.g. DNN or local DNN configuration, that the PDU Session is used for small data communication. The SMF selects an UPF for small data communication for the UE also considering UE subscription information. SMF sends PFCP Session Establishment Request to the selected UPF (see TS 29.244). The SMF may include a Usage Reporting Rule to invoke message based reporting. 
4.
The SMF sends a PFCP Small Data Messaging Request (F-SEID) message to the UPF-NIMF providing additional information for the Small Data Communication. The information may for example include F-SEID (to identify the related PDU session established in step 2-3), IMSI, External Identifier(s), MSISDN, UE IP Address, PDU Session Type, PDU Session ID, Serving PLMN Rate Control, PCO parameters, Serving PLMN ID, IMEISV etc.

Editor’s note: Whether step 4/5 are new messages or extensions of existing messages e.g. PFCP Session Establishment Request or PFCP Session Modification Request is stage 3 decision. 

5.
The UPF-NIMF stores the received information and acknowledges to the SMF that Small Data Communication with Nm API towards SCS/AS has been established.  
6.
UL and DL small data transmissions may take place using IP data or Unstructured (Non-IP) data depending on the PDU Session type used by the UE. What higher layer protocols to use are decided by application layer interactions between UE and NIMF or by DN configuration. Examples of higher layer protocols are Lightweight M2M, CoAP, MQTT, DTLS, HTTP, HTTP/2, XMPP, AMQP, Reliable Data Service (RDS), LoRA, etc.

7.
PDU Session Deletion is initiated.

8.
The PDU Session and the Small Data Messaging context are released in the UPF.
6.X.5
Impacts on existing entities and interfaces
Impacts on SMF to support NIDD related IEs and message(s) on the PFCP protocol (see 6.X.4.1). The PFCP UP/CP function feature negotiation extended with negotiating NIDD related support.  
Impacts on UDM to support UDM Services equivalent to the NIDD Configuration and NIDD Authorization Update procedures in TS 23.682 [6].
6.X.6
Evaluation

Editor's Note: This clause provides an evaluation of the solution.
***** Next Change 
*****
6.7
Solution 7: Small data frequent communication

6.7.1
Introduction

Editor's note:
This clause lists the key issue(s) addressed by this solution.

This solution addresses the key issue #2, Frequent Small data communication.

6.7.2
Functional Description
Editor's note:
This clause outlines solution principles and documents any assumptions made.




























6.7.3
Support of EPC interworking

Editor's note:
This clause describes if and how EPC-5GC interworking is supported by this solution.

6.7.4
Procedures

Editor's note:
This clause describes high-level procedures and information flows for the solution.















***** Next Change *****
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